
Many will have already heard about the new NIS 
2 Directive which the EU passed to improve the 
cyber defenses of critical infrastructure. The new 
Network and Information Systems (NIS) 2 Direc-
tive, coming into force on 17 October 2024, not 
only replaces the NIS 1 Directive from 2016 but 
marks a quantum leap in cybersecurity regulation 
in the European economy. 

What is new in Cyber risk regulation? 
The most important change is that where NIS 1 relied on recommenda-
tions, the key provisions in NIS 2 are compulsory: companies ignoring 
them face hefty fines, similar to GDPR. Further, managers responsible 
for cybersecurity negligence can even be removed from their positions 
by the regulator. Secondly, the NIS 2 Directive is part of a general EU 
embrace of risk-based regulation, where companies must assess the risks 
facing them and take security measures accordingly. The regulator will 
then review the documentation and inform the company whether they 
consider their cybersecurity measures appropriate to their cyber risk level, 
or whether they need to do more. Companies therefore need to be able 
to understand cyber risk management and act on their assessments or 
face permanent conflict with the authorities. Thirdly, the scope of what 
counts as critical infrastructure has been expanded enormously – experts 
expect that ten times more companies will fall under the NIS 2 regime 
compared to its predecessor. 

In Denmark alone, more than a thousand companies will be directly 
affected by NIS 2. Therefore, it was natural that companies’ first instinct 
was to check whether they were in scope of the directive. A quick look 
into the 14-page annex of the NIS 2 Directive will tell a company whether 
it is active in a sector of the economy that is listed as ‘essential’ or ‘im-
portant’. If one’s sector is included, the need to act is obvious. But what 
if your sector is not listed there? The main purpose of this short note 
is to show that this does not mean you will not be affected by the new 
Directive. This is because NIS 2 introduces new requirements for how 
companies in scope need to manage the cybersecurity standards of their 
suppliers. So even if you are not in scope but supply a company that is in 
scope, you are still highly likely to face requests for new forms of docu-
mentation to prove that your cybersecurity standards and practices make 
you a trustworthy business partner.

 
The complexity of modern supply chains 
In Supply Chain Management, we try to manage and align beyond the 
company’s boundaries. We want to integrate our company’s suppliers and 
possibly their suppliers to realize a so-called holistic view that is promis-
ing better performance than the limited view of a single actor. Still, even 
when taking a holistic view, a managed supply chain is never a uniform 
entity but rather an actively woven, complex network made up of many 

involved companies. They must all position themselves with their own 
business model and need to remain attractive for the customers  
and partners in the chain. Supply Chain Management thus rests on a 
collaboration of more or less autonomous actors that are linked together 
via more or less tight relationships. 

The development of such relationships takes time and requires invest-
ments, for example in more closely interconnected communication tech-
nology, but also in trust and long-term supplier development. This links 
to cost and gain sharing, to control and supply chain leadership but also 
to new risks and dependencies. As such, supply networks may quickly 
become complex, and the development of tight relationships consumes 
time and money. Therefore, not all relationships are typically treated 
the same way. In supply chain theory we often use supply risk and profit 
impact to separate strategic suppliers from non-strategic suppliers. 

Additionally, we often segment supply chains into a hierarchy of first tier, 
second tier and third tier suppliers. Each actor on one level is absorb-
ing the complexity of the levels situated vertically below in the chain. 
This comes however also at a price of risk. For example, we have had 
high-profile scandals involving leading brand manufacturers whose 
products were produced using child labor by their subcontractors in low-
cost countries. The brand manufacturers were heavily blamed for lacking 
control over their upstream suppliers. Companies at the end of the 
chain thus bear consequences for the behavior of companies upstream 
and try to establish a strict control regime accordingly. In addition, in 
modern supply chains, the physical product is becoming increasingly less 
important. Rather, it serves just as a platform for services that offer the 
customer a combined solution instead of ownership of a product. Value 
is not resulting from product sales but from comprehensive provision of 
such solutions. This implies the increased integration of additional service 
providers and more heterogeneous cross industry collaboration with an 
increased number of interfaces. This multiplies the challenges of com-
plexity and control in the supply chain.  

 
Cybersecurity in supply chains 
What is happening now is that this kind of supply chain thinking is being 
absorbed into how cybersecurity is handled. Companies realize that they 
may have strong cyber-defenses themselves but once they have given 
a supplier some form of access to their network, their security is only 
as strong as the defenses of that supplier against cyber-attacks such as 
ransomware. Therefore, when defining supplier attractiveness, it’s no 
longer only about prices, reliability, or other classic relationship properties 
but increasingly about compliance with cybersecurity standards and the 
ability to demonstrate such compliance. In other words, focal companies 
downstream will have to take a much closer look at the cybersecurity 
standards and capabilities of their suppliers upstream to increase their 
own attractiveness and to demonstrate their own reliability. The relative 
importance of that new selection criteria may depend on many other 
factors such as whether a focal company is in scope of the NIS 2 Direc-
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tive, or how critical a supplier’s position is in their supply chain. With the 
pending publication of the Danish implementation law only expected for 
spring 2024, the precise details are still unclear, especially regarding the 
regulatory setup. Nevertheless, we are confident enough to predict that 
the importance of cybersecurity in related business decisions will increase 
significantly. The focal companies will introduce new requirements both 
for cybersecurity standards and the documentation of the cybersecurity 
practices of their suppliers. Unfortunately, since best practice standards 
for how to evaluate supplier’s cybersecurity standards are still unsettled, 
companies that supply different larger companies within the scope of NIS 
2 might likely face different requests to demonstrate their trustworthiness 
regarding cybersecurity risk from different customers in different supply 
chains.  

Cybersecurity in small and medium-sized enterprises (SME) 
Many SME’s will find dealing with cybersecurity compliance a struggle, 
for at least three reasons:

First, many large companies push the challenge upstream relying on 
data collection based on questionnaires that are difficult and time-con-
suming to complete. Large companies use them to get an overview of 
both the technical measures and the organizational processes that are 
in place to defend a company’s networks. That implies that upstream 
companies need either a highly skilled employee having a comprehensive 
view across the company or the capability to communicate the task and 
coordinate the answers between different business units. Moreover, while 
standardized solutions are available, most large customers create their 
own as they believe the standardized questionnaires don’t meet their 
specific needs. In consequence, this means that small companies supply-
ing several large customers will receive multiple large questionnaires with 
100 or 150 questions each. As one tech expert in a Danish SME told us, 
having nine large customers sending nine different questionnaires means 
that he must devote a month every year just to fill out questionnaires. 
Obviously, it is tempting for some companies to adopt a box-ticking ap-
proach and simply answer ‘yes’ to everything, but a follow-up call by the 
large companies’ compliance department might result in a difficult con-
versation and a worsening of the relationship to an important customer.

Second, companies might well be asked to create policies, plans and 
documentation that are unfamiliar to them, such as a company cyber-
security policy, an incident response plan, or an analysis of their cyber 
risk. Many companies without the necessary expertise in-house will turn 
towards consultants to help them create such documents, but for many 
smaller SMEs this will severely stretch their budgets. It is precisely this 
problem that our new project ‘Cybersecurity of Supply Chains: Creating 
actionable guidance for SMEs’ (kindly funded by Industriens Fond) wants 
to help solving. We will create templates and guidance materials that 
break down the language of business cybersecurity and standards into 
plain language and questions that anybody running a business would 
understand. Once companies have a clearer picture of their cybersecurity 
needs and requirements they might still opt for external support. How-
ever, now they will know precisely what they need from a consultant or 
IT security company. This will make this process both more efficient and 
much cheaper.

Third, an increased focus on cybersecurity will most likely uncover the 
need for more investments. Fortunately, some key technologies such as 
2-factor authentication for company accounts are relatively cheap and 
standard business software for SMEs often come with free security fea-
tures (such as Microsoft Defender). However, once a business has grown 
slightly it will most likely need more advanced security features such as 
network segmentation or the services of a cloud-based IT security provi- 
der. SMEs would be well advised to hire an external expert to help them 
with the initial audit of what hardware and software they are running in 
their company – the percentage of companies that can give a ready an-
swer to this question is surprisingly low. Inevitably, this will cost money.

But it is money well spent, as it not only improves potential defenses 
against cyber-attacks such as ransomware that can have a catastrophic 
impact on a company’s business. As shown above it will also put SMEs in 
a better position in the new world of cybersecurity supply chain risk man-
agement. When larger clients can see that partners take cybersecurity 
seriously, produce relevant documentation and make smart investments, 
they will continue to trust and want to do business with them. This is 
unlikely to be the case for those of competitors who keep ignoring the 
cyber risks they are facing.
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